INTRODUCTION
In the past few years, new, e-learning, virtual hands-on labs have been deployed in the Information and Computer Technology Program at East Carolina University to meet the needs of the growing number of face-to-face and distance education students 6 . Laboratory experiments are useful in teaching students skills needed for employment, and to reinforce theoretical concepts introduced during lectures. However, the students sometimes do not receive timely feedback because it is extremely time-consuming for the instructors to grade the hands-on exercises. The students usually do not have the opportunities to fix the mistakes they made in previous labs due to lack of timely feedback. These challenges were addressed by the creation of an automated grading and feedback system, called BroadReach Extended, for locally designed hands-on exercises in Information Technology (IT) courses. By introducing the automatic grading system, the students receive immediate feedback after submitting the deliverables electronically. Students can learn from the mistakes and resubmit the labs. The students will be able to learn better through "trial and error". Automatic grading scales extremely well, with minimal increase in instructor time.
The idea of automated assessment is not new. Many automatic grading/assessment systems 3, 7 have been developed for programming courses since as early as 1960 4 . The history and the recent development in this field were well presented in several systematic literature reviews 1,2,5 . Douce et al. 2 identified three broad generations of test-based assessment systems. Ala-Mutka 1 discussed two generic techniques used by the assessment systems: dynamic assessment, based on executing the student code against test data, and static assessment, based on collecting information from student code without executing it. BroadReach Extended roughly fits the description of the current (third) generation of assessment tools, which use modern web-based technologies and provide supplementary support for instructors in the form of assessment management and reports 2 . BroadReach Extended uses both dynamic assessment and static assessment. However, the main objects to assess are not student programming codes but deliverables (tasks), defined in hands-on lab manuals.
BroadReach Extended is different from many existing assessment systems in that it is designed for hands-on information technology labs with clear, defined objectives. It is equipped with some unique features such as Virtual Private Network (VPN) and integrity checks. The system is especially suitable for labs which can be performed within a virtualized environment. The environment can be as small as a virtual machine running on students' personal computers or as large as a virtual private cloud hosted on the University campus. In this paper, we will first describe BroadReach Extended for faculty interested in developing their own automated grading solutions. Then we will present the feedback from the students using the system.
BROADREACH AND BROADREACH EXTENDED
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BroadReach Extended, and its predecessor BroadReach, were developed at East Carolina University (ECU), by Mr. Lee Toderick, the co-author of this paper.
BroadReach was created to provide automated, secure, remote connectivity between distributed nodes (on or off campus) and central server resources located on campus. BroadReach Extended (BRE) was recently added to provide automatic assessment for locally created remote lab experiments to students. This section describes the functions of both.
BroadReach
Refer to Figure 1 . The purpose of BroadReach is to use IPsec to create a secure connection between two remote locations, regardless of the computer network a packet travels across 8 . Unlike some tunneling protocols such as SSH, IPSec passes all traffic through the virtual private network (VPN) tunnel, such as TCP, UDP, or ICMP. The student computer, or a remote virtual environment such as Virtual Computing Lab (VCL), shown in Figure 1 , bullet 1, contains one or more virtual machines (VMs), shown in Figure 1 , bullet 2. A single VM is used to create one end of the IPSec Tunnel in telecommuter mode with the VPN Gateway, shown in Figure 1 , bullet 3. The VPN Gateway is configured in IPsec gateway mode, which protects an internal, private network. In this secure configuration, the VM is logically placed inside the VPN network by IPsec, permitting secure communication between the VM and any VPN network host. Because of the complexity of IPsec configuration and the ramifications of misconfiguration, such as connectivity degradation/failure or insecure communication, an automated VPN setup script that was written at ECU is loaded on the VM. The student launches the script, supplies authentication credentials, and the script completes the IPsec configuration process. The script starts the VPN tunnel, and then tests for connectivity to a VPN device. To the student, the VM joins the internal network and becomes another computer on the VPN. Using an automated script allows students new to IT or unfamiliar with IPsec complexity to use the VPN tunnel and complete remote lab experiments securely.
The VPN Gateway is a VM that has multiple custom scripts which comprise an IPsec menu system. The VPN administrator adds and removes a class, and is responsible for overall VPN administration. Instructors manage student access using a script controlling the relevant connection information for each student. Also on the VPN Gateway are scripts that provide instructors with student connection status information, available through both daily email updates and/or real-time, menu driven, selection options. For example, the instructor can choose option o to list the users who have recently connected to the VPN gateway. The connection data may help the instructor identify the students who fall behind or need help.
BroadReach Extended
BroadReach Extended (BRE) adds a Class Server to BroadReach, shown in Figure 1 , bullet 4. The BRE Class Server manages the work of lab grading and feedback, including responding to student-initiated lab grading, sending results to students and faculty, and storing results in log files on the server.
The Class Server is not used by the students to perform hands-on labs. The labs are conducted by the students in virtual machines (VMs) on their personal computers or on virtual environments hosted on campus, as shown in Figure 1 , bullets 1 and 2. The students perform tasks (deliverables) specified in the lab manuals. The completed tasks are graded automatically using the grading scripts hosted on the Class Server. It is not uncommon that there are different ways of completing a task. For example, to deny access to an ftp server from an IP address, the students can use IP Tables Firewall or TCP Wrappers. The grading scripts check the end results (deliverables), not how the tasks are completed. A lab may contain as many as 40-50 tasks.
The students need to demonstrate whether they have met the learning outcomes by completing these tasks.
The Class Server contains a web server that provides the student with access to lab instructions. When doing a lab, the student first logs in to her/his VM and sets up the VPN connection with the Class Server. Then she/he uses a web browser (e.g. Mozilla Firefox) to access a web site hosted by the Class Server. On the web site, the student selects a class lab link, and a new screen is displayed that provides the lab instructions, a "Submit Lab Work" link, and any lab actions a Page 26.179.4 student needs to initiate from the Class Server. A sample screen is shown in the top half of Figure 3 . When the student finishes the lab on her/his VMs, she/he clicks the "Submit Lab Work" link. This causes a CGI script on the Class Server to send a grading script to the student VM via the VPN. The CGI script executes the grading script. Real-time grading script progress is forwarded to the student's web browser. Upon grading script completion, the CGI script forwards lab results and relevant debug/feedback information to the student web browser, as shown in the bottom half of Figure 3 . On the Class Server, summary lab results are appended to the summary log file, which is accessible by the instructor. What is displayed to the student is also retained in a separate file, for use by the instructor if the student requests asynchronous assistance. If the student did not complete the lab successfully, debug/feedback information can be used to fix the issue and the student can resubmit the lab for grade. The entire process is student-centric; that is, the student controls the entire lab experience, beginning with performing the lab experiment and concluding with executing the grading process. Creating the lab experiments and grading scripts is the most difficult and time-consuming element of the BRE system. Lab experiments must be created in such a way as to identify each major task (deliverable) with a grading module that can accurately evaluate student work and provide feedback for incorrect results. Current scripts for Linux hosts are written in BASH (Bourne Again Shell), using built-in and utility commands. Several hours may be required to create a script, and much attention must be paid to the feedback section of each deliverable. The feedback section provides the student with hints as to what could be misconfigured or incorrect, and enables the student to fix a problem and earn a higher grade. The goal of the trial-and-error approach is to help the students learn from the mistakes. Figure 4 displays sample feedback sent by BRE to the student's web browser, showing correct and incorrect deliverables. Extra time is required for the instructors and the student assistants to test the grading scripts to identify and fix grading or feedback errors before the scripts are deployed. 
USING BROADREACH EXTENDED IN IT COURSES
Using BroadReach Extended, students can submit their lab work electronically, review the feedback on their web browsers immediately, and correct mistakes timely. A graded lab experiment may be resubmitted and re-graded for a higher score. Many students are motivated to find and fix their mistakes. The grading data can also be used by the instructors for assessment purposes. An academic integrity system ensures that only the computer connection assigned to that student is used by that student. The entire system is protected by IPSec, an encryption mechanism securing end-to-end connectivity between the student and the assessment server. In ICTN 3540/01, a survey was conducted after each case study. In ICTN 4200/01, a lab survey was administered at the end of each lab and a class survey was administered at the end of the semester. All surveys were anonymous and optional. They were provided online using the Qualtrics survey software. Tables 1-6 show the results from the surveys. Table 1 and Table 2 show the scores and the numbers of submission attempts for the labs and the case studies. The first attempt average score is the mean score of the first submission attempts by students. The students can examine the feedback from BRE, fix their mistakes and resubmit their work from grading. As indicated by the average number of attempts and the median number of attempts, many students submitted multiple times after receiving immediate feedback. The students tended to submit more times when the exercise was more challenging and the average score was lower. The final average score is the mean score of the last submission attempts by students. The final average scores are much higher than the first attempt average scores, indicating that the students are able to learn from mistakes and complete most tasks in the handson labs eventually. Some students submitted the labs before completing all tasks, resulting in low first attempt scores. At this moment, we only limited the number of submissions in hands-on based, final lab exams. In the future, we can limit the numbers of resubmissions in ordinary labs to discourage mindless resubmissions. Table 3 and Table 4 show that most respondents in both classes deem that the automated grading system (BroadReach Extended) is easy to use and is effective. It is important to note that the students agree that the immediate feedback help them learn from mistakes. Most respondents agree that the hands-on exercises in the virtual lab environment are as effective as those in physical computer labs. Results in Table 5 and Table 6 further confirm the students' enthusiasm about using the automatic grading and immediate feedback system BroadReach Extended. As one student summarized: "If I did not get a concept. I know right away and can try something else. The relief of getting the lab correct and knowing right away is a big plus, as well." Some students suggested that the debugging information provided by BRE could be more detailed. However, it is important for the system to keep the balance by providing useful feedback without disclosing too much information or giving away the answers. Too little or too much feedback will not help students develop trouble-shooting skills. I love how it is very fast and the feedback is very specific so if you did happen to get something wrong, you are able to know exactly where you went wrong so you can go back and fix the part that you were wrong in.
Can't exactly think of anything, it is great how the feedback and automatic grading works.
CONCLUSION AND FUTURE WORK
BroadReach Extended (BRE) provides hands-on, performance-based labs that demonstrate student competency of the subject matter. It enables students to submit deliverables to a central server for immediate grading. The BRE system can be used to monitor student activities on compute nodes (login time, duration, unauthorized contact, etc) and to provide real-time or asynchronous instructor assistance when needed. BRE provides students with multiple trial-anderror opportunities to enhance hands-on and problem-solving skills. The system does not require major changes to the curriculum. The solution is scalable and can be adjusted quickly and deployed in many other hands-on, e-learning courses which are offered on campus or online. The scalability is really important for educational institutions where enrollment is growing faster than the budget and the resource.
After using BroadReach Extended, the students repeatedly express satisfaction with immediate lab experiment grading and the ability to use feedback to correct lab work and resubmit the lab to achieve the maximum grade.
In the future, we would like to expand the BRE project and make the system more usable to a greater number of faculty teaching technical classes with labs. Grading and feedback scripts can be difficult and tedious, and may not be possible for all faculty to create. A future BRE upgrade is intended to include a menu-driven module for less experienced faculty, and an advanced module that accepts complex programming statements for experienced faculty.
In addition to the two courses in this paper, BoardReach Extended has been deployed in other courses inside and outside East Carolina University. Data collection is still ongoing and the results will be reported later.
